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Questions NO.11 What is Cloud Security according to the Five Pillars?

*  The ability to support development and run workloads effectively

*  The ability of a Workload to function correctly and consistently in all expected

*  The ability to use cloud resources efficiently for meeting system requirements, and maintaining that efficiency as demands

changes and technologies evolve

*  In terms of tie cloud, security is about architecting every workload to prevent

NO.12 The integration of cloud resources into the Security Policy requires establishing a secure connection

between_________________

*  The SDDC, CloudGuard Security Gateways, and the Security Management Server

*  The SDDC and CloudGuard Security Gateways.

*  The SDDC and the Security Management Server

*  CloudGuard Security Gateways and the Security Management Server

NO.13 Deployment of a Security Gateway was initiated on AWS using a CloudFormation Template available through sk111013.

The deployment process, after a while failed and rolled back. What could be the probable cause of this failure and roll back?

*  The Security Management Server that will be managing the Security Gateway had a lower version

*  The specific software being deployed was not subscribed to in the AWS Marketplace Subscriptions

*  The template used was for some cloud platform other than AWS

*  The web browser used to run the template was not compatible
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NO.14 Logging Implied rules, enabling Hit Count and defining advanced VPN functions are all settings that are applied as

*  Inline Layer

*  Global Properties

*  Policy Settings

*  Gateway Properties

NO.15 Adding new Security Gateways as system load increases is an example of __________

*  Vertical Scaling

*  Network Scaling

*  Horizontal Scaling

*  System Scaling

NO.16 Which is not a deployment method for CloudGuard solutions using

*  Terraform

*  Shell

*  CLI

*  CPS Portal

NO.17 What platform provides continuous compliance and governance assessments that evaluate public infrastructure according to

industry to industry standards and best practices?

*  Cloud Security Posture Management

*  CloudGuard laaS Public Cloud

*  CloudGuard SaaS

*  CloudGuard laaS Private Cloud

NO.18 REST is an acronym for the following

*  Representation of Security Traffic

*  Really Efficient Security Template

*  Representational State Transfer

*  Real Security Threat

Explanation

The abbreviation REST stands for &#8221;   &#8221; and refers to a software architectural style. It is based on six principles that

describe how networked resources are defined and addressed on the web, for example in a cloud.

NO.19 Which software blade provides forensic analysis tools?

*  Logging Blade

*  Identity Awareness Blade

*  Monitoring Blade

*  SmartEvent Blade

NO.20 CloudGuard uses several management tools to create and manage Security Policies. Which is NOT one of those tools?

*  Gaia Portal

*  CloudGuard Controller

*  SmartConsole

*  CLI

NO.21 A utility that allows integration between SMS, the CloudGuard Network Solution, and CSPs, allowing the SMS to monitor

and control scaling solutions in their associated cloud environments is called
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*  CloudGuard Management Extension (CME)

*  CloudGuard Controller and Enforcer (CCE)

*  CloudGuard Scanner and Enforcer (CSE)

*  CloudGuard Controller (CC)

NO.22 According to best practices what would be the best way to install a Check Point cluster on AWS?

*  Following the instruction from the relevant Check Point SK

*  With PowerShell

*  From AWS Console

*  From AWS Market Place

NO.23 Why is an IAM role created when installing a cluster on AWS?

*  In order to perform cluster related changes

*  It is created for the installation process only, it gets deleted

*  IAM role is created for auditing purposes

*  IAM role is not created

NO.24 Which pricing model gives administrators the ability to deploy devices as needed without the need to purchase blocks of

vCore licenses?

*  Pay As You Go

*  Bring Your Own License

*  Central licensing

*  Local licensing

NO.25 What is Reliability according to the Five Pillars?

*  The ability to use cloud resources efficiently for meeting system requirements, and maintaining that efficiency as demand changes

and technologies evolve

*  The ability of a Workload to function correctly and consistently in all expected.

*  The ability to support development and run workload effectively

*  In terms of the cloud, security is about architecting every workload to prevent.

Explanation

The Reliability pillar encompasses the ability of a workload to perform its intended function correctly and consistently when

it&#8217;s expected to. This includes the ability to operate and test the workload through its total lifecycle. You can find

prescriptive guidance on implementation in the Reliability Pillar whitepaper.
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