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QUESTION 13

What must be configured to allow the Cisco ESA to encrypt an email using the Cisco Registered Envelope Service?
* provisioned email encryption profile

* message encryption from a content filter that select & #8220;Message Encryption& #8221; over TLS

* message encryption from the mail flow policies with & #8220; CRES& #8221; selected

*content filter to forward the email to the Cisco Registered Envelope server

Explanation/Reference: https://www.cisco.com/c/en/us/td/docs/security/esalesal2-0/user_guide/

b ESA_Admin_Guide 12 0/b_ESA_Admin_Guide chapter_010010.html

QUESTION 14

An organization wants to useits existing Cisco ESA to host a new domain and enforce a separate corporate policy for that domain.

| Pagel1/6 |


https://blog.dumpleader.com/?p=339
https://blog.dumpleader.com/?p=339

This page was exported from - I T certification exam materials
Export date: Fri Jan 31 5:06:26 2025/ +0000 GMT

What should be done on the Cisco ESA to achieve this?

* Use the smtproutes command to configure a SM TP route for the new domain.

* Usethe déeli very config command to configure mail delivery for the new domain.
* Use the dsestconf command to add a separate destination for the new domain.

* Use the altrchost command to add a separate gateway for the new domain.
https://www.cisco.com/c/en/us/td/docs/security/esalesal2-

O/user_guide/b ESA_Admin_Guide 12 0/b ESA_Admin_Guide 12 0 chapter 011001.html

QUESTION 15
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Refer to the exhibits. What must be done to enforce end user authentication before accessing quarantine?

* Enable SPAM notification and use LDAP for authentication.
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* Enable SPAM Quarantine Notification and add the %quarantine_url% variable.
* Change the end user quarantine access from None authentication to SAAS.
* Change the end user quarantine access setting from None authentication to Mailbox.

QUESTION 16

What are organizations trying to address when implementing a SPAM quarantine?

* true positives

* false negatives

* false positives

* true negatives

https://www.cisco.com/c/en/us/td/docs/security/esalesal2-0/user_guide/b ESA_Admin_Guide 12 0/b ESA_ Admin_Guide 12 0 ¢
hapter_0100000.html#c on_ 1482874

QUESTION 17

TEST: if (forged-email-detection (“support”, 60)) { fed(“from”, “"}; }

Refer to the exhibit. An engineer needs to change the existing Forged Email Detection message filter so that it references a newly
created dictionary named & #8216;Executives& #8217;.

What should be done to accomplish this task?

* Change &#8220;from& #8221; to & #8220; Executives& #8221;.

* Change & #8220; TESF to & #8220;Executives& #8221;.

* Change fed& #8217; to & #8220; Executives& #8221;.

* Change &#8220;support& #8221; to & #3220; Executives& #8221;.

QUESTION 18

Which feature must be configured before an administrator can use the outbreak filter for nonviral threats?
* quarantine threat level

* antispam

* dataloss prevention

* antivirus

QUESTION 19

What must be configured to allow the Cisco ESA to encrypt an email using the Cisco Registered Envelope Service?
* provisioned email encryption profile

* message encryption from a content filter that select & #8220;Message Encryption&#8221; over TLS

* message encryption from the mail flow policies with & #8220;CRES& #8221, selected

*content filter to forward the email to the Cisco Registered Envelope server

QUESTION 20

Which two factors must be considered when message filter processing is configured? (Choose two.)
* message-filter order

* |ateral processing

* gtructure of the combined packet

* malil policies
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* MIME structure of the message
Explanation/Reference: https://www.cisco.com/c/en/us/td/docs/security/esalesal2-0/user_guide/
b ESA_Admin Guide 12 0/b ESA_Admin_Guide chapter_01000.html

QUESTION 21

What are two primary components of content filters? (Choose two.)
* conditions

* subject

* content

* actions

* policies

Explanation/Reference:

https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/esa user_guide 11-1/
b ESA_Admin_Guide ces 11 1/b ESA_Admin_Guide chapter_01010.pdf

QUESTION 22

Which two features of Cisco Email Security are added to a Sender Group to protect an organization against email threats? (Choose
two.)

* NetFlow

*geolocation-based filtering

* heuristic-based filtering

* senderbase reputation filtering

* content disarm and reconstruction

QUESTION 23

Which global setting is configured under Cisco ESA Scan Behavior?

* minimum attachment size to scan

* attachment scanning timeout

* actions for unscannable messages due to attachment type

* minimum depth of attachment recursion to scan

Reference:

https://community.cisco.com/t5/email-security/ci sco-ironport-esa-security-services-scan-behavior- impact-on-av/td-p/3923243

QUESTION 24

When the Cisco ESA is configured to perform antivirus scanning, what is the default timeout value?

S

ALY
Note [fa policy quarantine is not defined in your app]igqg@@ic&%} sent the message to the quarantine.

Y

. : AV . :
You can perform the followm%@;@rﬁ.ﬁ:tmns, if you choose to send the message to the policy quarantine:

* Modify the message subject

* Add a custom header to the message
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* 30 seconds
* 90 seconds
* 60 seconds
* 120 seconds

QUESTION 25

Which two statements about configuring message filters within the Cisco ESA are true? (Choose two.)
* Thefilters command executed from the CLI is used to configure the message filters.

* Message filters configuration within the web user interface is located within Incoming Content Filters.

* Thefilterconfig command executed from the CLI is used to configure message filters.
* Message filters can be configured only from the CLI.

* Message filters can be configured only from the web user interface.
Explanation/Reference:

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213940-esa-
using-a-message-filter-to-take-act.html

QUESTION 26

What are two primary components of content filters? (Choose two.)
* conditions

* subject

* content

* actions

* policies

QUESTION 27

Which type of attack is prevented by configuring file reputation filtering and file analysis features?
* denial of service

* zero-day

* backscatter

* phishing

Explanation/Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esal2-0/user_guide/

b ESA_Admin Guide 12 0/b_ ESA_Admin_Guide chapter 010000.html#con_1809885

QUESTION 28

What is the purpose of Cisco Email Encryption on Cisco ESA?

* 1o ensure anonymity between arecipient and MTA

* to ensure integrity between a sender and MTA

* to authenticate direct communication between a sender and Cisco ESA
* to ensure privacy between Cisco ESA and MTA

QUESTION 29

Which two actions are configured on the Cisco ESA to query LDAP servers? (Choose two.)
* accept
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* relay
* delay
* route
* reject

Which Subjects are on the Cisco 300-720 Exam
Candidates must know the exam topics before they start preparation. Because it will really help them in hitting the core. Our Cisco
300-720 exam dumps will include the following topics:
- Cisco Email Security Appliance Administration 15%- LDAP and SMTP Sessions 15%- System Quarantines and Delivery
Methods 15% Pass Y our Cisco Exam with 300-720 Exam Dumps: https://www.dumpleader.com/300-720_exam.html]
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